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Motivation

• Food safety
– Quality of processes and ingredients

• Food morality
– Documentation of ecological products

• Food legality
– Prevent smuggling
– Prevent illegal catch

• When it is generally accepted that detailed documentation is 
technically and economically possible, it will be required by customers 
or exploited by the market

• A market advantage
• A market necessity?  
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Requirements

An estimate of accumulated data volume per day and per 
year

Avarage number of registrations/item 5 5 bytes

Bytes per registration 100 500 bytes

Tracked items sold /day/family 6 3000 bytes

# families in Norway 2000000 6 GB per day

Days / year 365 2190 GB per year

Storage cost /GB (disk) 4 8760 NOK per year

No volume or storage cost problem!



Slide 4

I1 Legg inn figur for utviklingen av diskpris her
IDI; 18.11.2006
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Requirements: Usage and operations

Types of usage
• Customer inquiry
• Where does this meat originate? •

• Tracking ingredients for 
investigation

• Data mining, searching for • A few hours
common patterns (searching for 
a contamination source for 
example)

Response time requirements

Less than 3 seconds

• 30 minutes - x hours



Tracking challenges, Nov. 21, 20066

A possible user interface

• Your portable device (i.e. your mobile phone, PDA, …) 
has an embedded bar code reader

• Point this to the item of interest
• Selected information (based on menu choice, personal 

preferences, profiles, …) is immediately shown on your 
mobile device or

• Detailed reports are directed to your home computer 
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Requirements: Update frequency

• How much delay is acceptable from real life events to 
database is updated?

• Relaxed compared to bank account transactions
– No real time updates are necessary

• Batch updates (accumulate updates), one hour, a day, until 
certain events (like item available to customer)

• Batch updates implies:
– Less time connected, reducing cost
– Less demanding on central database (access capacity)

• Simpler transaction handling
• Fewer accesses
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Data acquisition
• Sensors

– RFID
– GPS or other positioning devices
– Micro processors

• Cheap 
• Low energy
• Embedded radio communication

• Processing machines
– A lot of information could be tapped from processing machines

• Manual
– Bar code readers
– Even keyboards

• Data acquisition is decentralized, 
and periodically transferre

accumulated data is automatically 
d to the central database

• Data acquisition is a separate and independent subsystem
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Data acquisition, level of detail (1)
• Data acquired in the store (end of chain): date, time, and 

identifiers

Box Id Item Id

Store ID

Store + Cash 
Register ID

Not much more 
than Store ID

Not much more 
than Store ID

Store + CRID + Customer 
ID  (Credit card, other, 
…)

Privacy problem Privacy problem
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Data acquisition, level of detail (2)

• “Item identifier”, is it:
– A genuine item identifier
– A type of product identifier including amount (caviar 200 g, 

brown, cheese 500 g, …)
– The one above + identifier of producer
– The one above + lot number (producer + when)

• To really track the goods we need genuine item identifiers
• Which items are packed in which box
• Which box has been in which large box
• The large box has been in x cold storage from d1 to d2, trucked 

to y on date d3, unpacked for display in store on date d4, ….
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Requirements: Aggregation, archiving and 
deletion

• Aggregation and partial deletion: 
– Loss of detailed tracking, for example 

when sold to individual customer

• Archiving:
– Out of active database
– Can be reactivated and used if 

necessary

• Deletion:
– No return !

Must have criteria for when data can be 
deleted or aggregated

Storage cost disk
1982 2000 kr/MB

2006 0,4 øre/MB

2015 1 øre/GB
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Possible architectures

Centralized system
– Central database, different strategies for updating
– Simpler than distributed for inquiry

• Distributed system
– Local tracking
– Problems for inquiry

• Hybrid system
– Local data collection and accumulation
– Periodic updates to central database
– (Data warehouse similarities)
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Centralized system
• Centralized at which level:

– Regional
– National
– European
– World wide

• One national system
• One centralized database

– Periodically updated
– Near real time, but not real time
– No storage capacity problem
– Access capacity has to be checked

• Heavily depending on customer appreciation
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Decentralized system

• Hard to find any advantages
– Only local update

• Disadvantages
– Competence, quality of system operations, no economy of scale
– System up time, harder requirements than for the supporti

decentralized system
• Reason: Global query operations
• One system down or isolated by comm

ng type

unication failure can block global 
queries

• Global queries response time heavily influenced by slowest system and 
slowest communication line

– Data mining next to impossible
– Loyalty, sabotage: One system down, blocks global queries

• Unacceptable vulnerability
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Decentralized system 

If one or more 
communication lines fail, or a 
subsystem is out, query can 
not be completed
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Hybrid system

• Centralized database
• Local databases, updates exports accumulated data to 

central database periodically
• Local systems could be of different types
• Standardized protocols for data delivery
• All inquiries to central database
• Local system could serve local requirements and be used 

for production planning, … other tasks
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Control aspects

• Decentralized systems are easier to manipulate than centralized 
systems

– More weak points
– Less uniform security regimes
– Economic aspects, less economy

• Centralized system:
– Concentrate resources
– Security
– Staffing

• Distributed system:
– Resources are spread out
– Everything has to be multiplied

• Staff
• Security
• Hardware
• Software
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Capacity aspects

• Advantages to a centralized (also hybrid) 
system:
– Less overcapacity
– Total capacity easily activated, highest top 

capacity
– Not depending on communication system to 

complete inquiries
• Communication system does not have to be in stand by 

modus

– Batched update, not time critical, lower demands 
on communication system uptime

}  distributed

Reduced overcapac ity
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Process aspects

• All processes has to be:
– defined, 
– formalized and 
– documented
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Privacy and economic misuse aspects

• Type of operations
– Tracking

• Food authorities on certain situations, suspicion, …
• Checking by sampling
• For planning of more profound checking operations (producers, vendors, 

transporters, processes, ..)
• Checking of competitors, their chains,… ?
• Other authorities than food safety and quality related: customs, police, tax, …

– Analysis
• The producer, on his own data, partners data
• Competitor, on competitors data

It is obviously necessary with strict access control, to have a 
trustworthy system
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Technological challenges
• Tracking data becomes mostly a directed graph (DAG), 

however cycles might occur as ingredients can be recycled
• Efficient algorithms for finding directed graphs in huge 

data volumes is a challenge
• System aspects:

– A universal identification system is beneficial
– Terminology must be defined (ontology) and standardized
– The system must be designed to be controllable, avoid: fraud, 

sabotage, erroneous data, etc.
– Managing and documenting all access rights: granting, revoking, 

and controlling access rights
• Access rights are given according to roles and ownership, similar goals as with 

health record systems
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Challenging current database technology

For investigative queries, standardized database operations 
without special precautions should suffice. 

• If this is offered as a customer service at retail level, the 
number of operations per second is dramatically increased

• Inverted access tree

• A lot of the most frequently used database should be stored 
in cache, this has to be worked out, no known standard 
database system has the solution
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Conclusions

• It is technologically and economically well within reach to 
do detailed tracking of food or more generally: consumer 
goods

• A centralized system with distributed, local systems for 
data acquisition, and periodic update of centralized data is 
recommended

• Processes must be formalized and documented
• Laws and regulations must be adapted
• It is a complex project involving many different parties
• How should it be financed?
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