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Motivation 2
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Outline

Relationship RFID/sensors and sensor networks…
Sensor networks

Networks assisting sensors to deliver information to the user
different types
current and upcoming standards & commercial solutions
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RFID-technology

Concept
An RFID-reader

Transmits radio signals 
Listen if any local RFID’s answers

Range from 1 cm to ~500+m (technology dependent)
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The Sensor node

A unit which
have a sensor

sensor-part
is able to communicate

RF(ID)-part

Wish list
Small
Cheep
Low power consumption
Long communication range

ID
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The energy challenge

No wires to feed power…
Devices (RFID, sensors) is to be 
operational for years…

Be passive (RFID)?
ID is stored in flash memory
information carried via energy sent 
from the Reader Unit

Be active (using battery)? 
sensors, or RFID with long range

and/or perform ambient “energy harvesting” (energy-scavenging)?
Important Parameters: 

size, weight, temperature, production cost, low power consumption

ID

RF



The “expanded” RFID-concept

Wider geographical area (10–500m)
Possible radio solutions

Wireless networks (WiFi / WLAN)
Bluetooth
433MHz proprietary solutions
Power consumption concern…

new standards!
Multiple readers Positioning

Where is the container?
Where is the doctor?
Where’s that fish??

Track the RFIDs using a network!
Track and read sensors using a network!
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How to read the information (1/2)
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A. With control
polling 

Reading Unit asks the sensors in turn and awaits answers
energy used even when no new data!

suitable for
star network topology

B. Allow “chaos”
“Aloha”

sensors send when new data
saves energy

suitable for
star network topology
mesh / ad-hoc networks

star

mesh

star



Star topology using master
slave 1

slave 2

slave 3

the master is in 
control
if master fails: 
network brakes
master link to other 
networks may be 
the “bottleneck”
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Mesh vs. ad-hoc networks

Full mesh:
all nodes have direct link to at least 2 other nodes

Partial mesh:
all nodes can reach all others by 2 or more hops

Mesh: 
typically static, different roles, sleeping nodes, may fail,…

Ad-hoc: 
typically mobile, all nodes can act as routers/relays

Both: Self-configuring
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How to read the information (2/2)

Read “all” sensors in a small dedicated sensor network
different standards

most promising: IEEE 802.15.4 (WPAN low-rate)
different solutions using 802.15.4

ZigBee
6LoWPAN
Sensicast, Dust Networks

Others:
WiBree
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What is IEEE 802.15

Working Group for WPAN (wireless personal area networks)
Standards for short-range low-power radio systems

802.15.1 Bluetooth Task Group
1 Mbit/s for Version 1.2; 
Up to 3 Mbit/s supported for Version 2.0 + EDR

802.15.2 Coexistence Task Group
WLAN / Bluetooth / WPAN in the same frequency bands

802.15.3 High-rate Task Group
> 20Mbit/s but low-power

802.15.4 Low-rate Task Group
<250kbit/s, ultra-low power

802.15.5 Mesh networking Task Group
full mesh, partial mesh, PHY & MAC layer
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IEEE 802.15.4 suited for sensors

Defines PHY and MAC layer
Low power consumption

clever in sleeping!
lower power at lower bit rates

The above layers outside the scope 
of the standard (open for 
commercial adaptation)
reliable MAC layer 
(retransmissions)
uses ISM band 2.4GHz or 868MHz

CSMA-CA
Maximum bit rates available:

20kbit/s (@868MHz) 
250kbit/s (@2.4GHz)

Typical Range: ~10–50m
Support for mesh network topology

Application

Presentation

Session

Transport

Network

Data link (MAC)

Physical (PHY)
802.15.4

OSI layers

•D
ust N

etw
orks

•Zig

•Sen

Bee

sicast

14ICT(SEAFOODplus/InnovaRFID workshop — Arne Lie, SINTEF)



802.15.4:
Different nodes, different architectures

Full-functional device 
(FFD). Modes:
1. PAN coordinator
2. relay
3. sensor only

Reduced functional 
device (RFD)
1. sensor only

meshstar
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ZigBee

Network architectures
uses 802.15.4 (PHY & MAC layer)
star and mesh topology

Access & Modulation

DSSS (direct) 
sequence spread 
spectrum)
OQPSK modulation
CSMA/CA access
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ZigBee

Supporters:
Johnson Controls, LG, Mitsubishi, Motorola, NEC, Philips, Samsung, TI/Chipcon, 
and Siemens

Typical Applications
Consumer

Wireless keyboard/mouse & VoIP solutions 
Wireless gaming accessories & Remote controls

Industrial
Building control and monitoring
Automatic meter readers 
Tracking systems
Alarm and security systems 

Disadvantage
unreliable for mobile applications!
Not resilient against channel-dependent noise/interference, e.g. from 802.11b/g, 
multi-path fading, and/or noise from heavy machinery in harsh RF environments 
(industrial sites)
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ZigBee platform and products

E.g.
Chipcon ZigBee 
development kits
Freescale MC13192 : 2.4 
GHz, Low Power 
Transceiver for 802.15.4
$2.50 in 1000Q
others…
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Comparison (zigbeemania.com)

ZigBee Bluetooth WiFi
802.15.4 802.15.1 802.11b/g
250kbps 1Mbps 54Mbps
Tx:35mA Tx:40mA Tx:400+ mA
Standby: 3uA Standby: 200uA Standby: 20mA
32-60 KB 100+ KB memory 100+ KB memory
Sensor networks, 
PC peripherals Audio, PC peripherals Home networking
Mesh, Star Star Star
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6LoWPAN (IPv6 over Low power WPAN)

IETF Working Group 
(http://www.ietf.org/html.charters/6lowpan-charter.html)
IPv6 over IEEE802.15.4
Why IPv6? 

The address space (128 bit vs. 32 bit in IPv4)
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http://www.ietf.org/html.charters/6lowpan-charter.html


Dust Networks

Dust Networks
Self-healing, self-configuring mesh network for industrial 
applications
Uses 802.15.4 PHY with modified MAC
Most important MAC change: 

Frequency hopping to combat interference and combined 
TDMA+FDMA multiple access scheme.

All sensor nodes are FFDs which enables Full Mesh network 
topology for redundant paths to host unit
Will probably be the foundation for the Wireless HART standard 
that will be announced soon…
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Why WiBree?

Supporters:
Broadcom, CSR, Epson, 
Nokia and Nordic 
Semiconductor

Power consumption
claims less than ZigBee 
at low rate

Up to 1Mbit/s, 10m range
the lower rate, the lower 
power consumption

Mesh network?
No!

Star?
Yes!

When?
2nd half of 2007
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ref: http://mrtmag.com/news/nokia_introduces_wibree_100506/, http://www.theinquirer.net/default.aspx?article=34919

http://mrtmag.com/news/nokia_introduces_wibree_100506/
http://www.theinquirer.net/default.aspx?article=34919


Wibree / Bluetooth cooperation
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Dual Mode stack (mobiles, PCs, etc)
Stand-alone stack (sensors, watches, etc)



SINTEF ICT activities in sensor networks

wsLAN
wireless sensor Local Area Networks

SmartPipe
sea floor sensor monitoring

WEDAC
subsea oil well monitoring

IntelliSenseRFID
More Intelligent sensors

Barents 2020
monitoring Barents Sea (ships, fish, climate, …)
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The Future: 
A little more Intelligent sensor networks

If each sensor acts upon the data that it relays…
coordinator nodes can provide ONE answer from a cluster of 
sensors

e.g. responses to “All OK?”
saves power!

distributed computing
large sensor networks will not flood the network with information
large networks scales better!

better network optimization capabilities
data travels at minimum cost
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Conclusion

Sensor networks
hot research topic
many commercial adaptations onto IEEE 802.15.4

Which network system to choose?
depends on your application
“time will tell…”
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